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1. Obwme cBepgeHun

CepBep AocTyna SBNASIETCA OTAENbHbIM Moay/eM cepBepa cuctembl QUIK, obcnyxmneatowmm
onpeaeneHHyo rpynny noAK/AUYEHHbIX Nonb3oBaTenen. OH NnpeaHa3Ha4vyeH Ans coKpalleHus
ceTeBOro Tpadmka Mmexay cepBepoM 6poOKepCKON CUCTEMbI U FPYNMNON MONb30BaTeNeN MHTEPHET-
TpenanHra, a Takxe ANns CHMXEHUS Harpy3ku Ha oCHOBHOM cepep cuctembl QUIK.

CepBep AoCcTyna pekoMeHAYyeTCs AN UCNob30BaHMs 6pokepam n cybbpokepaM, MMEKLWMM YUCTO
OAHOBPEMEHHbIX NOAKMOYEHNN KINEHTCKNX TepMuHanos 6onee 300. OCHOBHOe Ha3HayeHne
CepBepa goctyna — MyJabTUMNIMKATOP U CHMXeHWe Harpy3kmn Ha cepsep QUIK.
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2. C cepBepoM gocTyna CyMMapHbIi TpapuK HEHAMHOIO MPEBbIWAET BENYMHY 419 O4HOro
TEPMUHaNa.
1.1 NMpuHumn aBTOpM3aumm nonb3oBartens 6e3 Cepsepa
AocTyna

[Ans ycTaHOBMEHUS ABYXCTOPOHHEN 3aCEKPEUYEHHOM CBA3M C MOMOLLbI OTKPbITOFO M 3aKpbITOro
Kntoua TpebyeTcsa aABa Habopa knatoden (noa oAHUM HabopoM NMOHMMaeTcs NybnYHas N ceKpeTHas
4yacTu OAHOrO Kikua).

Y Kax/[10M CTOPOHbI €CTb Ny6AMUYHas 4YacTb K/o4a Apyroi CTOpoHbl. My6nndHas yacTb Ko4da
npeaHasHavyeHa ans wndpoBaHUs AaHHbIX.

CropoHa 1 CropoHa 2
secl pub1l
pub2 sec2

PaclwindpoBaTb 3TN AaHHbIE MOXHO TO/IbKO CEKPETHOM YacCTbio KJto4a, KOTopas HaxoAuTCs Ha Apyron
cTopoHe. Takmm obpa3oM, 4Tobbl CTOpoHa 1 cMorna NpuHATb 3awndpoBaHHbIE AaHHbIE OT
CTopoHbI 2, Heo6X0ANMO, YTOBbI 3TU AaHHbIe 6blKn 3awmndpoBaHbl Ny6ANMYHON YacTbio 1 Kto4a,
CeKpeTHas 4yaCTb KOTOPOro HaxoAMTCs TONbKO Yy CTOpOHbI 1.

1.2 NMpuHUMN aBTOpM3aL MK NOoJsib30oBaTesifa Yepes
CepBep gocrtyna

CropoHa 1 CropoHa 2 CropoHa 3 CropoHa 4
secl publ pub4 sec4
- KoHeuHbI
OCHOBHOM Cepeep nonL30BaTens
cepeep aocTtyna
pub2 sec2 sec3 pub3

B paboTe cBsA3kn «OcHoBHOM cepBep — CepBep AocTyna — KOHEeYHbIN nosib3oBaTeNb» y4acTBYIOT
yeTblpe Habopa K4en:

Ha6op knrouen Ha3HaueHue
Kno4 0OCHOBHOro cepBepa Knto4 oCHOBHOIo cepBepa And nogkKnt4eHna KJIMEHTOB.
(secl, publ) CekpeTHas 4yacTb 3TOro K/toya XpaHUTCH Ha cepBepe.

My6nnyHasa 4YacTb pa3flaeTcsl BCEM MOJSIb30BATENAM, KOTOpbIE
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6yayT 3axoAuTb Ha OCHOBHOM cepBep, B TOM YuUCie U
CepBepy aoctyna

Kntou CepBepa gocTyna 415 OCHOBHOMO Kntou CepBepa goctyna 4ss cOeANHEHUS C OCHOBHbIM

cepsepa cepBepoM. MNybnmyHasa 4yacTb 3TOro K/4a perncTtpupyeTcs

(sec2, pub2) Ha OCHOBHOM cepBepe

Kntou CepBepa goctyna 45 KJIMEeHTOB Kntou CepBepa goctyna 4n5 NOAKIIYEHNS KIneHToB. BmecTto

(sec3, pub3) 3TOro Kjto4a MOXeT ncnonb3oBaTbcs Knroy ocCHOBHOro
cepBepa

Knto4y knneHTa My6nuyHasa yacTb kntoya (pub4) XpaHUTCA Ha OCHOBHOM

(sec4, pub4) cepsepe. KnuneHTbl, nogknovatowmecs Kk Cepsepy Aocryna,
aBTOpPU3YHOTCSA Ha OCHOBHOM cepBepe HapaBHe ¢ CepBepoM
Aoctyna

Kniou CepBepa focTyna Aonsi OCHOBHOIO cepBepa MNCMNOoJb3yeTcs TOT Xe, UTO U Npu
NOAKOYEHNN 06bIYHOIO KnneHTckoro TepmmHana QUIK k cepeepy QUIK. My6nnyHyto 4actb 3TOro
Kntoya HeobxoamMo 3apeructpupoBaTtb B nporpamMmme QUIK Administrator gns nonb3oBatens, nog
MMeHeM KoToporo 6yaet 3axoautb CepBep AOCTyna Ha OCHOBHOM cepBep. B nporpamme QUIK
Administrator B cnpaBouHuke «lonb3oBaTeIn» B OKHE peAaKTUpPOBaHUSA Ha Bkagke «O6uwume
npasa» Heo6xoAMMO YCTaHOBUTb Npu3Hak «CepBep AOCTyna».

B nporpamme QUIK Administrator B cnpaBo4yHuKe «YnpaBneHue ceppepamm» (MeHio CepBep
QUIK/YnpaBneHue cepsepaMm) Heobxoanmo obaBuUTb Nonb3oBaTens, noa MMEHEM KOTOPOro
nponcxoamT nogkntodeHne Cepeepa goctyna (HeobxoanMo An8 NOAKAOYEHUS NPOrpaMMbl
QMonitor k cepBepy goctyna).

2. NoparortoBka K yctaHoBKe CepBepa
aocrtyna

Mpun bopMupoBaHUM KnoUYen nporpaMmon «KeyGen.exe» nx HauMeHoOBaHUSA AOSXHbl 6bITb
YHUKANbHbI.

MprMMep HEKOPPEKTHbIX K/O4en:

Vmsa kiioda <Kmou CepBepa mocTyna IOjigd OCHOBHOTO cepBepa>= «SubServer»

VMma wioda <Kgou CepeBepa IOOCTyla O KIMEHTOB>= «Sub»

Owwunbka B AaHHOM npunMmepe 3akKn4daeTcd B TOM, 4UTO HAUMEHOBaAHUA oboux knoyen coaepxart
cnoBo «Sub». Ecnn Y KJIMEHTOB B HaCTpOVIKaX coeanHeHus B none «Knw4y cepsepa» HanncaHo
«Sub», cucrema He cMoxeT onpeaennTtb, Ha KaKOW KJIK04Y CCblNIaeTcs 3TO CoOeaANHEHMeE.
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[AocTynHa cxeMa noakKouYeHUs knmeHToB K CepBepy aocTtyna depes OpenSSL.
MoppobHee cM. B n. 4.

Knrou CepBepa gocrtyna ansa kaveHTa = Knwo4y ocCHOBHOro cepsepa. Ecnn Heobxoanmo
obecneunTb BO3MOXHOCTb KNIMEHTAM MoAkKnouaTbcss Ha CepBep A0CTyna C TeM e Ny6nnUHbIM
KJ1I04OM, YTO U Ha OCHOBHOW cepBep, TO Nepes yCTaHOBKOM nporpaMmbl «CepBep AoCTyna»
HeobxoAMMO:

1. lMpoBepuTb Hannuue cneayowmx GaiinioB B KOPHEBOW Nanke OCHOBHOIO CepBepa:

secrserv.txk — dalin, KoTopblii COAEPKNT CEKPETHYIO YacCTb K/H0Ya OCHOBHOMO
cepBepa M Naposib K 3TOMY KJIouy.

_ quik.ini - daiin, koTopbin cogepxuTt naponb (cekumsa [usend_module]/none
«password»).

2. Co3gaTtb Knrou CepBepa goctyna Asis OCHOBHOIO cepBepa C nomoLlubto lNMporpammel ans
co3aaHusa un ynpasneHus kntodamm (KeyGen).

B ¢daitnie ny61MUHbIX KJIIOUEN KJIMEHTA, AO/IXKEH coAep)XXaTbCA TOT e Knrou
OCHOBHOIO cepBepa, YTo U B (paisie ny6nnuHbIX Ktouein «CepBepa aocTtyna.

Cxema paboTbl:

OcHOBHOMW cepBep Cepeep gocryna KnueHt
secrserv.txk ooy Ppubring.txk pubring.txk
Kntow ocHoBHOro cepeepa Kntow ocHoBHOro cepeepa

Kniou ocHoBHOro cepeepa

Bbaza pgaHHbIX secring.txk
3aperMcTpMpoBaHHbIX Knioy ocHoBHOro cepeepa secring.txk
Kniou Cepeepa goctyna Kntoy knueHTa

Ny6AHUYHBIX KNOYeH
N e ANs OCHOBHOrO CepBepa
Kniou Cepeepa goctyna

ANA OCHOBHOrO Cepeepa

Knioy knueHTa

4
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3. YcTaHOBKa U HacTpouka CepBepa
AOCTYyna

3.1 YcraHoBka CepBepa gocrtyna Ha OC Windows

1. CkonupynTe CeKpeTHYH0 4YacTb KJltoua OCHOBHOIo cepBepa (06blyHO 3TO dhann secrserv.txk
B nanke ocHoBHoro cepsepa QUIK) B dann secrserv.txk B nanke CepBepa gocryna
(Heob6x0aAMMO CKOMMPOBATb MOMHOCTbIO alia UNKN TEKCT KJtoYa TEKCTOBbIM peAaKTOpoM).

2. C nomoubto MporpamMmbl AN co3aaHnsa U ynpasnenusa knodammn (KeyGen) creHepupyliite
HOBbI K/tOY AJ1 TEXHOSIOrMYecKoro nosb3osatena Cepsepa AocTyna.

3. W3 danna secring.txk ¢ HOBbIM K/1to4OM gobaBbTe B hann secrserv.txk cekpeTHyl yacTb
K/toda TexHonornyeckoro nonb3oBatens Cepsepa aoctyna. Ha Cepeepe gocrtyna B
secrserv.txk gonxHo 6bITb ABe cekunm: «oT CepBepa AOCTyna» U «OT OCHOBHOIO cepBepa.

4. CkonupyuTte pubring.txk HoBoro kntoda B nanky CepBepa AocTyna. Y6eaurtecb, 4To
B pubring.txk ectb 06e cekummn: «ot CepBepa AOCTyNa» U «OT OCHOBHOIO cepBepa».

5. lpoBepbTe, UTO B (hanne grypto.cfg CepBepa AOCTYyNa yKasaHbl cieaytowmne napameTpbl:

SECRING=secrserv.txk

PUBRING=quik.dwq

[auth]
look=grypto.cfg,db look
look=qgrypto.cfg, locke look

[db look]
do=_ QXKey
use=dwgx.dll

[locke look]
do=_ QXKeyTX
use=dwgx.dll
locke=pubring.txk

6. CoxpaHuTe nybnmyHylo yacTb kaoda CepBepa Aocrtyna and nepegaymn knmeHtam (nybnmuHas
YyacTb K/lOYa MCNOJIb3yeTCsa ANS NoAKNYeHns KneHToB K CepBepy gocTtyna).

7. Hactponte danin quik.ini Cepsepa goctyna.
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B cekumu [system] 3apannTe HaMMeHOBaHUE CyXObl:

[system]
service=QuikDwellSubServer

service-desc=QUIK dwell sub server #1

B cekumu [ctl_module] ykaxuTte nopT ans nogkntodeHus Mporpammbl QMonitor
k CepBepy AOCTyna, HaMMeHOBaHMe KJlto4a OCHOBHOMO CeEpBepa M napoJsb 3TOro
KJ1lo4Ya. 3HaYeHns «name» N «password» MOXHO CKonmpoBaTb M3 danna quik.ini
OCHOBHOrO cepBepa.

[ctl module]
module=dwwgctl.dll
port=15121
name=proker

password=

B cekumm [usend_module] ykaxute cMCTEMHOE UMS, NOPT A1 NOAK/TIOYEHUS
nonb3oBaTenern k Cepeepy A0CTyNna, HAMMEHOBaHWE KJlK04a OCHOBHOIO CepBepa

W Napofb 3TOr0 K/to4a. 3Ha4YeHMs «name» MU «password» MOXHO CKONMPOBaTb U3
¢danna quik.ini ocHOBHOro cepsepa.

[usend module]

module=dwsend.dll

sysname=lMHpopMalMOoHHO-TOopTroBas cucrteMa QUIK "broker"
name=broker

password=

port=15101

I B none «name» yka3sbliBaeTCA HaMMeHOBaHUe KJ1loua OCHOBHOIo cepBsepa.

B cekumu [dwell_module] ykaxunte IP-agpec n nopT ans nogknioveHunss Cepeepa
[OCTyna K oCHOBHOMY cepBepy QUIK, HanMeHOBaHWe 1 Naposib HOBOro Kjto4ya ans
noakn4YeHns nonb3osaTtenen. B napameTpe «auth_name» 3agante HaMMeHoBaHue
KJ1t04a OCHOBHOIO cepBepa.

[dwell module]
module=dtwcli.dll
address=192.168.1.1
port=15100

UHcTpyKumua no yctaHoBKke CepBepa AocTyna



auth name=broker
name=brokerSD

password=

8. YctaHoBuTe cnyx6y CepBepa A0CTYyMna, UCMoJb3ys KOMaHAY:

quik.exe -install

9. HacTponTe pacnucaHue exenHeBHOro 3arnycka u octaHoBkn Cepsepa goctyna. O6bluHO
pacnncaHmne coenagaeT C pacnncaHMeMm OCHOBHOIO cepeepa.

10.3apernctpmpynte Ha ocHOBHOM cepBepe QUIK (c nomowbto nporpammbl QUIK Administrator)
TexHosorn4yeckoro nonb3osatens Cepsepa goctyna. [ns 3TOro nosb3oBaTesid B OKHe
pefakTMpoBaHMs Ha Bknaake «Ob6wme npaBa» ycrtaHoBuTe dnaxkok «Cepsep AOCTyna»,
a Ha Bknagke «[paBa no knaccam» Bbibepute WabnoH NpaB «MeHeaXxep» Mo BCeM
HeobxoaMMbIM KnaccaM.

11.3anyctmnte CepBep AocTyna v nposepbTe noakntoveHmne Pabounm mectom QUIK.

3.2 YcraHoBka CepBepa gocrtyna Ha OC Linux

Monb3oBartenu ana paboTtbl ¢ cepBucamm nop Linux
[ns paboTbl U yrnpaBneHUs CepBMUCOM NPUMEHSAIOTCA Crieayolme Nosib30BaTeNn:

AOMWHUCTPATOp NNaTtdopMbl:

Onsa 0603HavyeHMs 3TOro nosb3oBaTeNns UCMNOMb3yeTcs MM root. OTo Nosb30BaTeNb, KOTOPbLIN
3HaeT naponb root nnb6o fobasneH B rpynny root, 1M60 UMeeT AOCTYN K WNPOKOMY KPYFy
KOMaHZ Ha BbIMOSIHEHWE OT MMeHU root Yepes yTunumTy sudo.

Monb3oBaTento AOCTyNHa yCTaHOBKA M yaaneHue, a Takxke agMMHUCTPUpPOBaHMe cepBuca:
obHOBEeHMe, 3aNyCK U OCTaHOBKaA.

Monb3oBaTenb, OT MMEHU KOTOpOoro paboTaeT cepBuc:

Ons 0603HavyeHuns 3TOro NOJSIb30BaTE/NS UCMONb3yeTcs UMS ardasrv. [pu ycTaHOBKe cepBuca
No yMOJIYaHMIO CO3AaETCS MOSb30BaTe/lb UMEHHO C TaKUM MMEHEM.

Monb3oBaTento TakXxe AOCTYNHO aAMUHUCTPUPOBAHNE cepBUca: 06HOBNEHME, 3aMycK U
OCTaHOBKa — NMPUMEHSETCS, €C/IM BbIMOHEHME aAMUHUCTPMPOBAHNS NMOMb30BaTeENEM root
HeAoCTYrMHO.
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TakuMm o6pa3oM, cepBUC Bcerga paboTaeT oT MMEeHW Mob30BaTeNda argasrv. YCTaHOBKa M yaaneHune
CepBMNCa MOXET MPOU3BOAUTLCA TOJIbKO MoJsib30oBaTeneM root. AAIMUHUCTPUPOBAHNE CEPBUCA MOXKET
Npou3BOAMUTbLCA MONb30BaTensaMn root nnu argasrv.

MopsAAOK YCTAaHOBKM
YcTaHOBKa cepBuca NpoM3BOAMUTCS MOSIb30BaTENEM root, BbI30BOM run-daiina.

Mo yMonyaHuio BCe CEPBUCHI YCTAaHABANBAKOTCSA B AMPEKTOPUIO /opt/arqgasrv n BbIMOMHSATCA OT
MMEHW CUCTEMHOrOo nosib3oBaTtens argasrv. ma cepeuca <srvname> ans Cepsepa goctyna
Mo yMOJST4aHUIO COBMagaeT C UMeHeM ucnosiHsgsemoro danna - quik.

I Mpu ycTaHOBKe HAaMMEHOBaHUe cepBUCa 3alaeTCA TOJIbKO CTPOUYHbIMU 6yKBaMMu.

CepBep AoCTyna pacnpocTpaHseTcs Ans yCTaHOBKM Ha kKoMnbtoTepbl ¢ OC Astra Linux B dopmaTe
darina Bnpa <install_access_server-xx.xx.XX.run>, rae xx.xx.Xx — Bepcus npoaykrta (ganee run-
¢dann). C nomoubto run-dariaa nponsBoamTca ycTaHoBKa U 06HOBEHNe CepBUCOB B CUCTEME.

Bce YKa3aHHblE€ NMapaMeTpbl MOXXHO nepeonpeaenntb COOTBETCTBYHOLWMMN KNKOYaMM 3anyCcka run-
danna. Janee cuntaem, 4to BbibpaHbl MapaMeTpbl MO YMONYAHUIO.

HauyanbHble AeCTBUSA MO ycTaHOBKe cepBuca (cM. 1 — 5) A0/1KHbI NPOM3BOAUTLCA MOSIb30BaTENEM
root. lna yCTaHOBKW BbIMOMHUTE Cleaylowme 4eACTBUS:

1. CkonupynTte dann install_access_server-xx.xx.xx.run B ANPEKTOPUIO, Ha onepaunmn B KOTOPOW
y TeKyLlero nosib3oBartenisa eCcTb npasa, HanpuMmep, goMmalwHun katanor (/home/<user>
nnu ~/).

2. BbINonHMTE KOMaHAy A06aB/eHMs NpaBa Ha BbINMONHEHWe run-danny:

chmod +x install access server-xX.xXX.Xx.Trun
3. BbinonHute KOMaHAYy YCTaHOBKW CepBUCa.
sudo ./install access server-xx.xX.XX.run -i

[Nns BbIMNOMHEHMSA KOMaHAbl MOXET NoTpeboBaTbCS BBECTU Maposib TEKYLLEro Nnosib30BaTesns.
B npouecce ucnonHenus run-daina 6yayT BbINOMHEHbI cneaylowmne AencTBus

__ B cny4yae oTcyTCTBUSA CUCTEMHOrO Nosb30BaTensa argasrv, OH CO34aeTcs C npaBaMu
Mo yMONYaHMIO N BKNOYAETCHA B OAHOUMEHHYIO rpynny. B kayectee AoMallHen
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avpekTopun emy byaet ycraHoBneHa aupektopus /opt/argasrv. OT MUMeHM 3TOro
nonb3oBatensa 6yaer pabotaTb yCTaHaBNMBaEMbI CEPBUC.

__ B aunpekTopuu /opt/argasrv/quik cospgaeTcs noganpekTopus Cc uMeHeM quik,
B KOoTOpYto 6yayT pacnakoBaHbl dannbl auctpubyTtmea ycraHasnmesaemoro MO.

__ MNonb3oBaTenb argasrv Ha3HavyaeTcs Bnagenbuem Bcex ¢pannoB n NoAANPEKTOPUN
B AMPEKTOPUN CepBUca.

__ B cucreme ynpasnenus cnyxbammn systemd perncrpmpyetcsi CEpBUC C UMeHeM quik m
3anycKoOM OT MMEHW CUCTEMHOrO NOJSIb30BaTENS argasrv.

__ B avpekTopuu /etc/arqasrv cospaetcs dann ¢ umeHeM quik ans gpukcauymm
napaMeTpoB YCTaHOBKM CepBUca.

_ B anpekTopuun cepBuca reHepupyloTcs cneayrolimne KoMmaHaHble dainbl:

«q_start.sh» — 3anyck cepBuca, B TOM 4YuUcse C kn4daMm 3anycka. lNpeaHasHayeH
ON9 BbIMONHEHUS NOMb30BaTeNAMM arqasrv U root;

«q_stop.sh» — octaHoBKa cepBuca. NpegHa3HavyeH ANs BbINOJHEHUS
rnosib3oBaTesNIAMKN argasrv m root;

«q_status.sh» — BbiBOg MHMDOpMaAUMKM O TEKYLLEM COCTOSIHUN CEepBUCA.
lNMpeaHa3HayeH An4 BbINOMHEHUS MOMb30BaTeNAMN arqasrv un root;

«uninstall.sh» - ynaneHue cepsuca. lNpeaHasHa4vyeH AN BbIMNONHEHUS
nonb3oBaTesieM root;

«postmigration.sh» — BbIMONHEHNE AOMONHUTENbHbLIX ONepaunin Npu MUrpaunmn.
lNMpeaHa3HayeH An4 BbINOJHEHMSA MOSb30BaTeNsaAMU arqgasrv un root.

Mpwu ycnewHoW yCTaHOBKE CepBUCA B KOHCOJIb BbIBOAUTCH cOoO6LieHune:
«Installation of service “"quik” has been successfully completed».

B cnyuyae BbiBOAA APYrov AMAarHOCTUKMU, NoXkanyicra, o6patutecb B Cnyxxby
TexHuuyeckoun nogaeprkku QUIK: quiksupport@arqatech.com.

CTpyKTypa KaTtasnoroB nMmeer 3HauyeHue. NepemelweHme nam nepemmMmeHoBaHme
cdhaininoB cepBuca MoOXXKeT NPpUBECTU K onbke B yCTaHOBKE.

4. YcraHosuTe nakert libjemalloc2 n3 opunumnansHoro penosmtopusa Astra Linux. [na sTtoro
BbINOIHUTE B KOHCOJIM KOMaHAY:

sudo apt install libjemalloc?2

JaHHaga ébubnunoteka peanmsyeTr MexaHn3Mbl paboTbl C onepaTMBHOW NaMaTbio, 6onee
noaxoasauwme ansa cueHapues pabotbl CepBepa AOCTyNa, YeM BCTPOEHHbIE B CUCTEMY MO
YMOAYaHUIO.
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5. Ecnu ynpasrieHne yCTaHOBNEHHbIM CEPBUCOM MpeanosiaraeTcsa BbIMO/HATL NOfib30BaTenem
argasrv, BblnonHUTE cneagywwune AeNCTBuS:

__ [Ona npenoTtBpalieHns BHECEHUS NONb30oBaTeNneMm argasrv N3MEHEHUN B CKpuUNThI
ynpasneHnAa cEpBMUCOM, Ha KOTOpPbIE EMY 6yp,eT BblAAHO pa3peLleHne BbIMOJIHEHUA
OT nMeHu root, caenanTe nx HEM3MEHSEMbIMN, BbIMOSTHUB cneaywuwmne KoMmaHabl:

chattr +i /opt/argasrv/quik/quik/qg start.sh
chattr +i /opt/argasrv/quik/quik/q_stop.sh

__ BbliganTe nonb3oBaTento argasrv npaBa Ha BbIMOJIHEHNE CKPUNTOB yrnpaBieHUA
CEepBUCOM OT MMEHM root, BbIMOJIHMB Cieayruwme OENCTBUSA:

BbinonHUTE KOMaHAy:

sudo visudo

B oTKpbiBWEMCS Vi-nogobHoM pepakTope aobaBbTe CTPOKY:

argasrv ALL=(root) /opt/argasrv/quik/quik/g start.sh,
/opt/argasrv/quik/quik/g_stop.sh

oTa CTpOKa pa3pellaeT Nonb30BaTENO argasrv BbIMNONHATb NEPEYNCIEHHbIE CKPUNTDI
Ha TeKyLleM KOMMboTeEpPEe OT UMEHU root.

[JanbHelwmne gencrems MOTYT BbINOJIHATLCA MNOJib30BaTe/IeM argasrv unu root.

6. CkonmpymnTe CEKPETHYIO YacTb KJiloua OCHOBHOro cepepa (06bl4yHO 3TO daiin secrserv.txk
B nanke ocHoBHoro cepeepa QUIK) B cdann secrserv.txk B nanke Cepsepa goctyna
(He06xX0AMMO CKOMMPOBATb MOSTHOCTLIO Al MM TEKCT Kt0UYa TEKCTOBbLIM pefakTopoM).

7. C nomouubto Mporpammbl AN co3gaHus v ynpaeneHus knodamum (KeyGen) creHepupyiite
HOBbII K/HOY A58 TEXHOI0rMyeckoro nosnb3oBatens CepBepa AoCTyna.

8. W3 danna secring.txk ¢ HoBbIM kNto4voM gobasbTe B ainn secrserv.txk cekpeTHyto 4YacTb
K/toUa TexHosiornyeckoro nonb3osaTtens Cepsepa aoctyna. Ha Cepsepe agoctyna B
secrserv.txk gonxHo 6bITb ABe cekunmn: «oT CepBepa AOCTyna» U «OT OCHOBHOIO cepBepa».

9. CkonupyiTe pubring.txk HoBoro kntoua B nanky CepBepa Aoctyna. Ybeautech, 4To
B pubring.txk ecTb 06e cekumn: «oT CepBepa AOCTyNna» U «OT OCHOBHOIO CeEpBepa.

10.lMpoBepbTe, 4UTo B haiine qrypto.cfg CepBepa AocTyna ykasaHbl CleayloLlne napaMeTpsbl:

SECRING=secrserv.txk
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PUBRING=quik.dwq

[auth]
look=grypto.cfg,db look
look=grypto.cfg, locke look

[db_look]
do=_ QXKey

use=libdwgx.so

[locke look]
do=_ QXKeyTX
use=libdwgx.so

locke=pubring.txk

11.CoxpaHute nybnnyHyto yacTtb ktoda CepBepa AOCTyna ANs nepegavun knaneHtam (nybnudHas
YacCTb KJIo4Ya UCMOJIb3YETCA ANS NMOAKAUEHNS KInMeHToB K CepBepy AocTyna).

12.HacTponTte dann quik.ini Cepsepa gocrtyna:

B cekumn [ctl_module] ykaxute nopT ansa nogkntodeHuns MNporpamMmmbl QMonitor
k CepBepy A0CTyna, HaMMeHOBaHMe KJlo4a OCHOBHOIO CepBepa M naposb 3TOro
Ktova. 3HaYeHns «name» n «password» MOXHO CKonmpoBaTtb U3 danna quik.ini
OCHOBHOrO cepBepa.

[ctl module]
module=libdwwgctl.so
port=15121
name=pbroker

password=

B cekumm [usend_module] ykaxute cMcTeMHOE UMS, NOPT 4S9 NOAK/IOHEHNS
nonb3oBaTenern k Cepsepy AOCTyNna, HAMMEHOBaHUE KJIK04a OCHOBHOIO cepBepa

W Naposib 3TOro K/to4ya. 3HadeHMss «kname» 1 «password» MOXXHO CKONUpoBaThb U3
danna quik.ini ocHoBHOro cepsepa.

[usend module]

module=libdwsend.so

sysname=lMHdopMalMOHHO-TOproBas cucrteMa QUIK "broker"
name=broker

password=

port=15101
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I B none «name» yka3blBaeTCA HaMMeHOBaHUe KJ1loua OCHOBHOIO cepBepa.

B cekumun [dwell_module] ykaxuTte IP-agpec n nopt ans noakntoveHmnsa Cepsepa
[OCTyna K oCHoBHOMY cepBepy QUIK, HanMeHOBaHME M Naposib HOBOMO Kiko4va Ans
noAaktoYeHns nonb3oBaTenen. B napametpe «auth_name» 3agaiTe HanMmeHoBaHue
KJIl04a OCHOBHOrO CepBepa.

[dwell module]
module=libdtwcli.so
address=192.168.1.1
port=15100

auth name=broker
name=brokerSD

password=

13./1ns cepBuca, YCTAaHOBJIEHHOIO MO YMOJIYaHMIO, MPOM3BeANTE NepBblii 3aMycK C KIo4YoM -clean
N3 AMPEKTOPUU C YCTAHOBJIEHHbIM CEPBUCOM KOMAHAOM:

sudo ./q start.sh -clean

nnbo n3 nobo ANpeKTopun, OTIIMHYHOW OT ANPEKTOPUN CEpBUCA KOMaHAOMN:

sudo /opt/argasrv/quik/quik/q_start.sh -clean

14.HacTponTe aBTOMaTUKY 3anycka U OCTaHOBKW cepBuca. 118 3TOro UCnofb3ymnTe B CKpunTax
aBTOMaTUKM 3anycKk KoMaHaHbIX dannos g_start.sh n g_stop.sh, pacnonoxeHHbIX
B ANPEKTOPUN YCTaHOB/IEHHOrO CepBuca.

CepBep goctyna Heo6xoaMMO nepesanyckaTb eXeAHEBHO. 3anyCcK AO/KEH NPON3BOANTbLCS
yepes HeboNbLOW NMPOMEXYTOK BPEMEHM MOC/E 3anycka OCHOBHOro cepeepa (3-5 MUHyT).
OctaHoBky CepBepa AocTyna Heo6XxoAMMO Npomn3BOAUTbL Ha 3-5 MUHYT paHblUe OCTaHOBKM
OCHOBHOrO cepBepa.
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3.2.1 Knroum 3anycka yCTaHOBOYHOIO run-nakera nop Linux
Run-daiin nogaep>xxneaeT crneayowmin Habop Ka4veln 3anycka:

-i [<srvhame>]
BbinoniHEHWE C 3TUM KJIKOYOM AOCTYMHO TOJIbKO MOJb30BaTeNto root.

YcTaHOBKa cepBMuca C UMEHEM <srvname>. MNapameTp <srvname> Heobsi3aTeneH. Mpn oTCyTCTBUM
MCNONb3yeTCcss UMSi CeEpBMCA MO YMOSTYAHUIO, COOTBETCTBYHOLLEE MMEHU UCTMONHAeMoro daina
CepBepa goctyna — quik. Mpu ykasaHum napaMeTpa nonb30BaTeNEM, €0 3HaUeHNe NpUBOANTCS

K HUXXHEMY pEerucTpy, U CEpBUC YCTaHABIMBAETCA C MMEHEM B HUXHEM perucrpe.

YcTaHOBKa ABYX OAHOMMEHHbIX CEPBUCOB HE AO0MYCKaeTCsl, AaXe B pa3Hble KOPHEBbIE ANPEKTOPUN.
Mpu nonbITKe 3TO caenaTb yCTaHOBKa 6yaeT 3aBepwaTbCs OWMOKOM.

-d <rootdir>

Kntoy 3anycka, NpMMEHsIEMbIN TOJIbKO NPU YCTaHOBKE cepBuca (B KoMbuHaumm ¢ -i) ansa ykasaHus
KOpPHEBOW ANPEKTOPUN A1 YCTAaHOBKWN CEPBUCA, OT/IMYHOM OT AMPEKTOPUMN MO YMOSTHAHUIO
/opt/arqgasrv. 3To AMPEKTOPMUS, B KOTOPOM CcO3haeTcs noganpektopus
<softwaredir>/<srvhname>, B KOTOpyt0 6yayT pacnakoBaHbl HUHAPHbIE U KOHPUIYypaLMUOHHbIE
dannbl yctaHaBnmeaemoro [MO.

-n <srvusername>

Kntou 3anycka, NnpMMeHseMbll TONbKO MpW YCTaHOBKe cepBuca (B KoMbuHaumu ¢ -i) Ansa ykasaHus
nonb3oBaTensa <srvusername>, KOTOpbI CTAHET Bnagennouem ¢dansos cepsuca n oT UMEHU
KoToporo 6yzeTt paboTaTb yCTaHaBAMBaeMbln cepBUC. MIMsi NOnb30BaTens rno yMon4yaHuio:
arqasrv.

-u [<srvhame>]
BbinonHEHWE C 3TUM KJIIOYOM AOCTYMHO MOMb30BATENSM argasrv unm root.

O6HoOBNEHME cepBMCa C UMEHEM <Ssrvhame>. [apaMeTp <srvname> HeobsizaTeneH. Mpwu
OTCYTCTBUM UCMONb3YETCS UM CEPBMCA MO YMOSTYaHUIO, COOTBETCTBYIOLLEE MMEHN UCMOTHSIEMOIO
danna Cepsepa goctyna — quik.

PacnonoxeHune cepBuca 1 MMSA NoSb30BaTeENSA-BNaAeNblLa cepBepa yYKa3biBaTb He TpebyeTcs, Tak
KaK OHO coXpaHeHo B /etc/arqgasrv/<srvname>.

-e
BbinonHeHMe € 3TUM KIKYOM AOCTYMHO ﬂl‘OGOMy noJsib30BaTesto.

PacnakoBka NO/IHOrO COAEPXUMOro apxuBea, BKO4as KOHOUrypaunmoHHble ini-pannol.
PacnakoBka npov3BoOANTCS B NOAAMPEKTOPUIO C UMEHEM, paBHbIM MMeHU run-darina (6e3
paclMpeHus .run), KoTopas B c/lydae OTCYTCTBUSA CO34aeTCsa psSAOM C UCNOMHAEMbIM (annoMm.

-h, -?

BbINoO/IHEHNE C 3TUM KJ/IHOUOM AOCTYMHO N060MY MOJSIb30BaTENIO.
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BbiBOA KpaTKoM MHpopMauum 06 aprymeHTax 3anycka.
MpumMepsbi:

3anyck run-danna ans yCTaHOBKW CepBuca:

sudo ./install access_server-xx.xx.xx.run -i quiksub -d /opt/customdir

3anyck run-danna ansg obHoBeHUs cepBuca:

sudo ./install access server-xx.xxX.xXX.run -u quiksub

3anyck run-danna ansg pacnakoBKu:

./install access server-xx.xx.XX.run -e

3.3 Murpauumsa Cepsepa goctyna ¢ OC Windows Ha
OC Linux

Mpwn murpaumm MO ¢ OC Windows Ha OC Astra Linux Heo6xoaMMO yunTbiBaTb creaytolwme
orpaHuyeHums Linux-Bepcmu no cpaBHeHuto ¢ Windows-Bepcueii:

1. OtcyTcTBYET NOAAEpXXKa KpunTornpoBagepa MP.
2. [nsa nepeHoca MO, paboTtatowero Ha OC Windows, Ha koMnbtloTep ¢ OC Astra Linux:

Bepcus MO, kotopas nepeHocutcs ¢ OC Windows, agomkHa 6biTb paBHa Bepcuun MO,
KoTopas 6yneTt yctaHaBnmBaTbcs Ha OC Astra Linux.

MepeHoC AO0/MKEH OCYLLECTBNSATLCA B CTPOro HETOProBOE BPeMs: NOC/e 3aBeplUeHus
TOProB M OCTaHOBKW CEpBUCA M A0 Hayana Topros, nepen nepBbiM 3aMyCcKoM cepBuca.

MepeHoC cepBMca BbINOSHAETCS B ABa dTana:

YctaHoBka cepBuca Ha OC Astra Linux (nponsBoauTca nosab3oBaTtenem root);

MepeHoc koHburypaumm c OC Windows (npomsBoamnTcsa nonb3oBaTtenem root nnm arqasrv).
Onsa nepeHoca MO ¢ OC Windows Ha OC Astra Linux BbinosHUTE criefyowmii NopsaoK 4eNCTBUN:
1. CkonupynTte cdann install_access_server-xx.xx.Xx.run B AMpeKToOpuio, Ha onepaumn B KOTOPOW

y TeKyLlero nosib3oBaTtesnis eCTb Npasa, HanpuMmep, goMalwHui katanor (/home/<user>
wnnm ~/).
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2. BbInonHuTe KOMaHAy AobaBfeHns npaBa Ha BbINOMHEHWE run-danny:

chmod +x install access server-xxX.xXX.xXX.run

3. BbinonHMTE KOMaHAy YCTaHOBKMW cepBuca:

sudo ./install access_ server-xx.xx.xXxX.run -i

Ansg BbINONMHEHUSA KOMaHAbl MOXET I'IOTpe6OBaTbCFI BBECTW NMNaApOJib TEKYLWENO NoJib30BaTeENA.
B npouecce ncnonHeHuns run-q)aﬁna BbIMOJTHAKTCA cneagyrowmne OencTBuS:

B cnyyae oTCcyTCTBMSI CUCTEMHOrO NOJSIb30BATENS arqasrv, OH Co34aeTcs C NpaBaMu
No YMOJIYaHMIO N BKJIIOYEH B OAHOMMEHHYIO rpynny. B kayecTBe AOMalLHeEN
AVpeKkTopun emy byaeT yctaHoBneHa ampektopus /opt/argasrv. OT MMeHM 3TOro
nonb3oBaTtens 6yaert pabotaTb yCTaHaBNIMBAEMbIN CEpBUC.

B avpekTopumn /opt/arqasrv/quik cosgaeTtcs noganpekTopus ¢ MMeHeM quik,
B KOTOpYto 6yayT pacnakoBaHbl dannbl anctpnbyTtmuBa yctaHasnmasaemoro 0.

Monb3oBaTenb arqasrv Ha3Ha4yaeTcs Bnagenbuem Bcex anioB 1 noganpeKTopuii
B AMPEKTOPUN CepBuCca.

B cucteme ynpasneHus cnyxbamu systemd perncrpmpyeTcs cepeBuc € uMeHeM quik
M 3anyCcKOM OT MMEeHM CMCTEMHOro nosib3oBaTtens argasrv.

B ampekTtopumn /etc/arqasrv cospaetcsa gann ¢ umeHeMm quik ansa pukcauunm
napaMeTpoB YCTaHOBKM CepBUca.

B AnpekTopun cepeuca reHepupyoTca creaytoline KoMaHaHble dainnbl:

«q_start.sh» - 3anyck cepBuca, B TOM 4yucie C Ka4vamm 3anycka. lNpegHasHayeH
A1 BbIMOSIHEHUS NOJSIb30BATENAMM arqasrv U root;

«q_stop.sh» - octaHoBKa cepBuca. NpeaHasHa4vYeH AN BbiNOSHEHMUS
rnonb3oBaTensiMu argasrv u root;

«q_status.sh» - BbiBOA MHOpMaLMKM O TEKYLLEM COCTOSHUKU CepBuUca.
lMpeaHa3HayeH An4 BbINOSHEHUS MOMb30BaTENAMN arqasrv un root;

«uninstall.sh» - ynaneHune cepsuca. lNpegHa3HaveH ANs BbiNOJAHEHUS
nonb3oBaTenem root;

«postmigration.sh» — BbInoNHEeHWEe AOMONHUTENBbHbBIX ONepaunii Npu MMrpaunm.
NMpeaHa3HayeH An4 BbINOJHEHUS MOMb30BaTeNaAMKN argasrv u root.

Mpu ycnewHoW ycCTaHOBKE CepBUCa B KOHCOJIb BbIBOAUTCH COO6LieHMne:
«Installation of service “"quik” has been successfully completed».

B cnyuae BbiBOAA APYroi AMArHOCTUKMK, Noxkanyncra, o6paTtureck B Cnyx6y
TexHu4Yeckou noaaepxxku QUIK: .
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CTpPYKTypa KaTaJIoroB MMeeT 3HauYeHue, NnepeMelleHne uim nepemMmeHoBaHne
MOXKET NPUBECTU K MNOJIOMKE YCTaHOBKMU.

4. YcraHoBuTe nakert libjemalloc2 n3 oduumanbHoro penosmntopus Astra Linux. [nsa atoro
BbIMOJIHUTE B KOHCOJIN KOMaHAY :

sudo apt install libjemalloc?2

[JaHHas 6ubnnoTteka peanusyeT MexaHu3Mbl paboTbl C ornepaTUBHOW NamaTbio, 6onee
noaxoaswme ans cueHapues pabotbl CepBepa AOCTYMNa, YEM BCTPOEHHbIE B CUCTEMY MO
YMONYaHuto.

5. Ecnm ynpaBieHNe yCtaHOBJIEHHbIM CEPBUCOM Mpeanojiara€Tcsa BbIiMOJZIHATb NOJZIb30BATENEM
arqgasrv, BblNMnoNHUATE cneaywwune nencTeus:

_ [Ans npepoTBpalleHUs BHECEHMS MONb30BaTeNIEM arqasrv U3MEHEHWUIH B CKPUNThI
ynpaBneHus CepBUCOM, Ha KOTOpble eMy ByAEeT BblAaHO paspelleHne BbINOSHEHUS OT
UMeHu root, caenamTe X HEM3MEHSIeMbIMU, BbIMOJHUB CriefytowmMe KOMaHabl:

chattr +i /opt/argasrv/quik/quik/qg_ start.sh
chattr +i /opt/argasrv/quik/quik/q stop.sh

BblgaliTe nonb3oBaTeNto arqasrv npaBa Ha BbINO/IHEHWE CKPUMATOB yMpaB/ieHus
CEepBMCOM OT MMEHU root, BbIMOMHMB cneayolme AeNCTBUS !

BbInosHWTE KOMaHAY:

sudo visudo

B oTKkpbiBWeEMCS Vi-nogobHoM pepakTtope aobaBbTe CTPOKY:

argasrv ALL=(root) /opt/argasrv/quik/quik/g start.sh,
/opt/argasrv/quik/quik/qg stop.sh

OTa CTpoKa paspellaeT NonNb30BaTENO arqasrv BbINOMHATb NEPEUYNCNEHHbIE CKPUMTbI Ha
TEKYLLEM KOMMbIOTEPE OT UMEHMU root.

6. Ckonupyiite ns ampektopumn Windows-cepsuca B ampekTopuio Linux-cepsuca
/opt/argasrv/quik/<srvname> cneaywowme dannbl (Npn X HAANYNKN):
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OcHoBHoOM ann HacTpoek quik.ini;
O6wuin dann HacTpoek KpunTonposanaepos qrypto.cfg;

Opyrue dalinbl HacTpoek *.ini ¢ COXpaHEeHUEM UX PacroNOoXeHUs] OTHOCUTENBHO
ONPEKTOPUMN YCTaHOBKM CEPBUCA;

®dannbl kaoven (*.txk), katanorn ceptndurkaToB NpoBanaepos:

Kntoun secrserv.txk, pubring.txk — ans HacTpoikn kpuntonpoBangepa qrypto32;
KaTtanor certs — ans HacTponkun kpuntonposangepa OpenSSL_pr;
KaTanor signalcom - gns HacTpolkn Kpuntonposanaepa Signalcom_pr.

7. lpuBeauTe MMeHa CKOMMUPOBAHHbLIX B MpeablayLeM NyHKTe GaliioB U ANPEKTOPUIN K HUXKHEMY
peructpy. [nsa 3Toro BbINMO/HUTE B AMpeKTopun /opt/argasrv/quik/<srvname> komaHay:

sudo ./postmigration.sh

8. N3MeHUTe HaAcCTpOMKKM B NepeHeceHHbIX pannax:

Bce ynoMnHaHusa anHammnyeckmnx 6mubnuotek (*.dll) Heobxoammo npeobpasoBaTb
B COOTBETCTBYlOLLEEe HaMMeHoBaHMe Ha Linux. 15 3Toro K uMeHun Heo6xoanmMo
nobasutb npedumkc «lib», a pacwnpeHne 3ameHnTb Ha *.s0, HanpuMep:

module=dwdata.dll
3aMeHNTEe Ha

module=libdwdata.so

Cnuncok cekumin daina quik.ini, B KOTOpbIX YKa3aHbl HAMMEHOBAHUSA AMHAMUUYECKUX
6ubnnotek, koTopble Heobxoammo npeobpasoBaThb:

[data module]
module=dwdata.dll
3aMeHNTe Ha

module=libdwdata.so

[dwell module]
module=dtwcli.dll
3aMeHuTe Ha

module=libdtwcli.so

[conn module]

module=dwxs.dll
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3aMeHUTE Ha

module=1libdwxs.so

[trans module]
module=dwtrans.dll
3aMeHuTe Ha

module=libdwtrans.so

[auth module]
module=dwgx.dll
3aMeHUTE Ha

module=1libdwgx.so

[limits module]
module=dwlimits.dll
3aMeHVTe Ha

module=libdwlimits.so

[usend module]
module=dwsend.dll
3aMeHNuTe Ha

module=libdwsend.so

[ctl module]
module=dwwgctl.dll
3aMeHVTe Ha

module=libdwwqgctl.so

[msg module]
module=dwgtalk.dll
3aMEeHUTE Ha

module=libdwgtalk.so

[archive module]
module=dwarch.dll
3aMeHuTe Ha

module=libdwarch.so

[banner module]
module=dwbanner.dll
3aMeHuTe Ha

module=1libdwbanner.so

3aMeHnTe HaMMeHOBaHMs AnHammdecknx 6ubnuortek B ganne qrypto.cfg. Cekuun,
B KOTOPbIX YKa3aHbl HAUMEHOBaHNSA AMHAMUYECKUX 6ubnmoTek:
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[auth]
look=grypto.cfg,db look
look=grypto.cfg, locke look

[locke look]
use=dwgx.dll
3aMEeHUTE Ha

use=libdwgx.so

[db_look]
use=dwgx.dll
3aMeHUTe Ha

use=libdwgx.so

B HacTpolikax kpunTonpoBanaepoB danna qrypto.cfg nameHnte HaMMeHoOBaHMS
ANHaMmuudeckux 6ubnmortek n pernctp gaiaa HacTpoek, Hanpumep:

[CryptoProviders]

openssl=1l

[openssl]
Module=OpenSSL Pr.dll
IniFile=OpenSSL Pr.ini
3aMeHMTe Ha

[openssl]
Module=libopenssl pr.so

IniFile=openssl pr.ini

Bce ynoMnHaHug nyten K pannam 1 Katasoram HeobxognmMo NpueBecTm K Buay,
npuHaToMy B danosoi cucteme Linux — obpaTHble cnewn («\») Heobxoanmo
3aMeHUTb Ha npsiMble («/»), HanpuMep:

crypto _provider ini file=.\openssl pr.ini
3aMEeHUTE Ha

crypto_provider ini file=./openssl pr.ini

MepeyeHb HacTpoek quik.ini, KOTOpble coaepXaT NyTn K darnam uan AMpeKTopusamM
C NpyMepamMun 3Ha4YeHUn:

[ctl module]
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ip address file=ip.cfg

rest users file=restu.cfg

[usend module]

suspect data file=stats/suspect.txt

[key management]

key info file=key info.ini

[dwell module]

proxy file settings=quik.ini

[areas]

frontend=areas/frontend
msg_priv=areas/msg priv
public=areas/public
company=areas/company
private=areas/private
unrestricted=areas/unrestricted
hasharchives=hasharchives

hasharchivesttp=hasharchivesttp

[archive module]
minutes dir=minutes

ttp dir=ttp
[auth module]

settings file=qgrypto.cfg

MepeuyeHb HacTpoek qrypto.cfg, kKoTopble cogepxaT NyTn K daiinam uin gMpekTopmam
C NpuMepaMm 3HaAYEHU:

[auth]
mail settings file=qgrypto.cfg

arw_log=stats/arw.log
[locke look]

locke=pubring. txk

OTpenakTupyiite NyTb K anny 6aHHepa, ecnm OH HacTpoeH. ®ansioM KoHdurypauum
baHHepa cumTaeTcsa nepBbii HanAeHHbIM CepBepoM AocTyna *.ini-ainn B agupekTopumn
/areas/banners. Hanpumep:

[url set]
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image=./banner.bmp

CeTeBble ANCKM 06bIYHO MOHTUPYIOTCS K JIOKAIbHbIM KaTasioram, NosToMy Heo6xoaAnMo
YTOUYHUTb Y CETEBbIX aAMUHUCTPATOPOB TOYKY MOHTUPOBAHUSA M NPonucaTb NyTb K HEM,
HanpuMep:

[areas]
Archives=\\minutes\gminreplicator\archive\
3aMeHuTe Ha

[areas]

Archives=/mnt/gminreplicator/archive

9. HacTponTe aBTOMaTMKY 3anycka U OCTaHOBKW cepBuca. [1ns 3Toro UCnosb3ynte B CKpunTax
aBTOMaTUKM 3anycK KoMaHaHbIX ¢dannos g_start.sh n g_stop.sh, pacnonoxeHHbIX
B ANPEKTOPUN YCTaHOBJ/IEHHOIO CepBuca.

CepBep gocTtyna Heo6xoaMMO nepesanyckaTb eXeAHEBHO. 3anyCK AO/KEH NPOU3BOANTLCSA
yepes HeboNbLWOW NMPOMEXYTOK BPEMEHM MOCE 3anycka OCHOBHOro cepeepa (3-5 MUHyT).
OctaHoBky CepBepa AocTyrna Heo6XoAMMO NMpomM3BOAUTL Ha 3-5 MMHYT paHblle OCTAHOBKM
OCHOBHOIO cepBepa.

3.4 YapaneHue cepBuca

Ypnanenume Ha Windows
Ons yaaneHna cepBuca BbINOSHUTE cneayowme AencTBuUS:

1. OctaHoBuTe cnyxb6y Cepsepa Joctyna. Caenatb 3TO MOXHO yepe3 npunoxeHue «Cnyxbbi»,
OTKpbITOE OT MUMEHN agMMHUCTpaTopa, NMbo Bknaaky «Cnyxbbl» gucneryepa 3agad, Takxe
3anyLweHHOro oT UMeHn agMMHUCTpaTopa.

2. BbinonHuTe yaaneHue cnyx6bl Cepeepa [ocTyna nyTeM BbINOSHEHMUS KOMaHAbl B KOHCOMN,
3anyLeHHOM OT UMEHM aAMUHUCTpaTOpa:

quik.exe -remove

3. BbinonHuTe yaaneHue katanora Cepsepa [ocTyna.

YananeHue Ha Linux

YpaneHue cepsuca Npon3BoANTCS Nosib3oBaTtesieM root BbI30BOM ckpunTta uninstall.sh, koTopbii
HaxoAMUTCA B KaTasiore COOTBETCTBYHOLLEro cepBuca.
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Janee npmBeaeH nNopsigok AENCTBUN MPU yaaleHnn cepBuca € MMEHEM Mo yMoA4aHuio — quik.

Ana ypaneHnsa cepsuca BbINONHUTE crieayrowme OEeNCTBUSA:

1. OcTtaHoBuTe cnyx6y CepBepa A0CTYMNa M3 ANPEKTOPUN C YCTAHOBNEHHbLIM CEPBUMCOM KOMaH/O0M:

sudo ./g stop.sh

nnbo mn3 noboin ANPEKTOPUMU, OT/INYHOM OT ANPEKTOPUN CEPBUCA, 3alNyCKOM KOMaHAbI:

sudo /opt/argasrv/quik/quik/q_stop.sh

2. Ecnu ynpaBsneHue yCTaHOBIEHHbIM CEPBMCOM BbIMOMIHANOCHL NOAb30BaTeNeM arqasry,
BbIMOSIHUTE Crieaylowme AeNcTBuUs:

OTMeHUTe y NoNb30BaTesNs arqasrv npaBa Ha BbINOJSIHEHUE CKPUMNTOB yrpaBieHus
CEPBMCOM OT MMEHM root, BbIMONHMB cneayollne AeiCcTBUS:

BblnonHUTE KOMaHAY:

sudo visudo

B oTkpbiBLIEMCS Vi-NOAOO6HOM pefaKTope yaanuTe CTPOKY:

argasrv ALL=(root) /opt/argasrv/quik/quik/g start.sh,
/opt/argasrv/quik/quik/qg stop.sh

_ CHumMuTe NpU3HakK HEN3MEHAEMOCTU CO CKPpUNTOB ynpaBsieHNAa CEpBUCOM, BbIMOJIHNB
cneaywuwme KomMmaHabl:

chattr -i /opt/argasrv/quik/quik/qg_start.sh
chattr -i /opt/argasrv/quik/quik/q stop.sh

3. B aompekTopum ycTaHOBNEHHOro cepsuca /opt/argasrv/quik/quik 3anyctute KomMaHAaHbIA daiin
uninstall.sh komaHgon:

sudo ./uninstall.sh
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nmbo 13 nboi AnpeKkTopmKn, OTIMYHOM OT ANPEKTOPUM CEPBUCA KOMaHAOM:

sudo /opt/argasrv/quik/quik/uninstall.sh

[ns BbINONHEHUS KOMaHAbl MOXET FIOTpeGOBaTbCH BBECTU MNaApPOJib TEKYLUEIO NOJZIb30BaTeNA.
B pe3synbTaTe BbINO/IHEHUA KOMaHAbl BbINONHAKTCA cneayioume OenNCTBuS:

_ Ypansertcs pernctpaumsi cepeuca ¢ umeHeM quik B cucteme ynpasneHus cnyxbamm
systemd.

__ Ypansaetcsa dain /etc/argasrv/quik, B KoTopoM 6b15in 3apnkcrupoBaHbl NapaMeTphbl
YCT@HOBJIEHHOIO CepBMCa.

__ [HOwvpekTopus, B KOTOPOWN yCTaHOBJEH cepBuc /opt/arqasrv/quik/quik,
nepenmeHoBbiBaeTcsa B /opt/arqasrv/quik/quik.backup_ YYYY.MM.DD_hh.mm.ss.
NepenmeHoOBaHMe, a He yaasieHMe ANPEeKTOPMN MPOU3BOANTCS Ha Cnydan, ecnum
noTpebytoTcs AaHHble U3 Hee. ECin Takon NoTpebHOCTM HET, yaanuTe 3Ty AUPEKTOPULO
BPYU4HYIO.

Mpu ycnewHoOM yaaneHMM cepBuca B KOHCOJ1b BbIBOQUTCA coobuieHue:
«Removing of service “quik” has been successfully completed».

B cny4yae BbiBOAA APYrov AMAarHOCTUKMU, NoXkanyicra, o6parutecb B Cnyxx6by
TexHu4Yeckoi noaaepxxku QUIK:

4. Ncnonb3oBaHue npoBavaepa
wudposaHna OpenSSL

4.1 Nony4yeHune cepTudmkara

Ona nonyyeHus wab6soHoB PainioB HACTPOEK NoaKNoUeHUs Yyepe3 OpenSSL
obpaTuTech B TeXHUYECKYI0 noaaepxky QUIK.

Mepen BbinonHeHWEM HacTpoek CepBepa AoCTyna AN NMOAKIKYEHUS K HEMY Mofib3oBaTenemn
C NOMOLbIO SIOrMHa M Naponas Heobxoammo nonyuunTb ceptTudukat 6esonacHocTn. CeptudukaTr
n koY Bblgatotca Cnyxboi besonacHocTw.

lMpouecc nsrotoBneHuns CepTVId)MKaTa COCTOUT U3 cneayruwmnx 3Tanos:

1. leHepauwusa knwova.
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2. [eHepauus 3anpoca Ha cepTudukar.
3. OTnpaBka 3anpoca YAOoCTOBepPSAOLWEMY LLEHTPY M NonyyeHne cepTudukara.

B 3aBMCMMOCTM OT BbI6GpaHHOr0 YA0CTOBEPSAIOLLErO LIEHTPa NPOLLECC MOXET MEHATLCS, HO
B CBOWCTBaX Nnosly4aemMoro ceptudukarta Bceraa Ao/HKHO CoAepXKaTbCs 3HaYeHue nons
«YnyJdlleHHbIN KnoY» — «[poBepka NoANMHHOCTU cepBepa» (Bknaaka «CocTaB»):

@i Ceprudukar >
Obuwe COCTEE  [MyTb CEpTHMKALIM

Mokasate: | <Boex e

MNone 3HaqeHue

.@OmosHble OrpaHUYEHHA Tun cyBwerTa=LC, orpaHuye. ..
.@I‘Ionmmm cepTUdMKETE [1]NonuTiKa cepTudmkaTa:M. ..
S| Y nyswenHeii kirou MpoBEpKa NoANMHHOCTH CEPB. ..
(3| Micnonb30BaHUe KNtoYa MoanucsiBaHue CepTHdUKATO. ..
.@Tmn cepTudMkaTa Netscape  LIC 55L, LJC SMIME (08)

.@Toqm pacripocTpaHernd ... [1]Touxa pacnpeaeneHia aM...
DOTI‘IEHETDK d559a586669b03f46a30a133f...

CEOICTES. .. KonuposaTts B dain. ..

4.2 NMoarotoBka cepTtudukarTa

Mocne nonyyeHuns ceptudmkaTa n Kao4va, OTKPOUTE U N3BJIEKUTE 3aKpbITbi (*.key) N OTKpPbITbIN
(*.cer unn *.crt) knouun. Ecnu dannsl MMEOT paclumpeHne *.pem, nepeMMeHymTe: kawod B *.key,

a ceptudukaTt B *.cer unm *.crt.

1. OTkpounTe ang npocMmoTpa dann ceptudurkaTa. B oTkpbiBlIEMCa ananore ceptudukaTa
nepenanTe Ha Bknaaky «lyTb cepTudukaummn» n HaxxMmTe KHonky «MpocMoTp cepTudukaTa»
Ha KaxaoMm cepTudukaTe (MPOMEXYTOUHbIX CepTUPUKATOB MOXeET bbITb ABa n/nnn 6onee),

yTo6bI OTO6pPa3uNack BCA LENoYKa.

Cambln nocneaHuin ceptudunkaT B LEeNoYKe — KOPHEBOW, ANA HEro kHonka «lMpocMoTp

cepTudukaTa» HeloCTyrnHa.
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n Ceprndmkar

Ofuwe Cocras MyTe cepTudiralm

MyTb cepTHdMKaLII

n CepTudukar

Ofwme Coctas  [MyTe CEpTUdMKELIN

MyTb cEpTUHHKELIN

r Ceptudnkar

Ofwme  Coctas  MMyTe cepTudmkam

MyTe cepTHdmKaLIm

(5] CryptoPro GOST Root CA —ﬂj ES] CryptoPro GOST Root CA
—nJ CryptoPro TLS CA| +-[] CryptoPro TLS CA
=[] Test dlient
< > < >

MpocMoTp cepThduMkaTa MpocMoTp cepTudkaTa MpocMoTp cepTudMkaTa

CocToanre cepTidwkaTa: CocTosnue cepTudmkaTa: CocTosHre cepTidmiaTa:

STOT cepTUdMKaT ASACTEMTENEH. STOT CEpTHGWMKST EHCTEMTENEH, STOT CEPTMOMKAT OSHCTEMTENEH,

2. lNepengnte Ha BKNagky «CocTaB» M HaXXMUTE Ha KHonky «KonuposaTtb B dann...».

3. CoxpaHuTe KaxAablli OTKpbITbIA paHee cepTudukaT B oTAenbHblh dann, Boibpas dpopmaTt
«®annbl X.509 (.CER) B koanpoBke Base-64»:

€ L% Macrep skcnopTa cepTdNKaToB

‘@opmat IKcnopTupyemoro daiina
CepTudikaTsl MOryT BbiTh SKCMOPTHPOBEHE! B PASNMYHENX QOPMAT X,

BrifiepuTe hopMaT, KOTOPLIA Bbl XOTHTE WCNONL30BATh!

() waiinel X.509 (.CER) B koauposke DER

(O CramnapT Cryptographic Message Syntax - cepTudmkaTsl PKCS #7 (.p7h)

BKNOYMTE NO BO3MOMHOCTH BCE CEDTIIdJIINaTbI B NyTb CEDTHdJIINaLUIII

DaiAn ob6MEHa MMUHOIA MHbopMaLMEN - PKCS £12 ((PFX)

BHIIOHMTE MO BOSMOKHOCTH BCE CEPTMMKATE B MYTh CEPTUQMKALIM
YAanMTb 3aKPEITEIA KIKOY NOCIE YINEWHOro SKaopTa
SKOPTHPOBATH BCE PACUMPEHHBIE CBORCTEA

BROOYMTE KOHBMAEHUMANEHOCTE CEPTUMKETE

XPEHWIMLLE CEPMAanM3oBaHHEIX cepTudmkaTos ((55T)

OTmena

PekoMeHAyeTcs UCNONb30BaTh CEAYIOLLY0 CXEMY HAUMEHOBAHUSA CepTUdUKATOB, YTO6bI
MUHUMU3NPOBATb OLLINGKMN:

root.cer - kopHeBol cepTudumkaT (KopHeBol cepTudmKaT YA0CTOBEPSIOLWEro LeHTpa).
mid.cer - cepTudunKkaT NPoOMEXYTOYHOr0 Y40CTOBEPSIOLEro LeHTpa.

end.cer - KOHeuYHbIlh cepTudmKaT (HanpuMmep, NoNb30BaTENbCKNI).

4. TomecTtuTe dainbl root.cer u mid.cer B oTAeNbHbIN KaTanor «Server\certs\CA».
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5. lepemectute dhann end.cer B AMpekToputo «Server\certs\» n nepenmmeHymnTe B store.pem.

Caenaiite KONMIO rOTOBOW AMPEKTOPUM certs Ana aanbHeWwWero NnpMMeHeHusa npu
HacTpoike Pabouero mecrta QUIK nan web2QUIK. Konuio Heo6xoaumo caenaTb
nepea BbiNOJIHEHMEM CJiIeAylowero wara.

6. B TekCTOBOM pepakTope OTKpoKTe Ans YTeHMs pain ceKpeTHOro kst4da *.key n ckonmpymnTte
B 6ydep ero coaepxxnumoe.

7. B TeKCTOBOM peaakTope OTKpoinTe Ans yteHus/3anncm dann store.pem, pacrnonoXXeHHbIn
B ampekTtopumn «Server\certs\CA». BctaBbTe 13 6ydepa cekumo CeEKpETHOro Kjua
B C/ieAyIOLWEM NopsiaKke: CBEpXY CeKUuMsa cepTudmrKaTa, @ CEKUMS CEKPETHOrO K/toya nog
cekuuen ceptndukaTa.

1. HepgonycTMoO M3MeHeHMe NopsaaKa pacnosioXXeHnus ceKuun.

2. HeponycTtuMo Hasivuve AONOJ/IHUTESIbHbIX CUMBOJIOB WU I'IpOGEHOB

A0 ceKuMn, mexkay ceKkumamMmm m nocne CeKunn.

4.3 Hacrtpoika cepsepa QUIK

4.3.1 Hacrpoiika Ha Windows

1. W3 apxuBa, noay4eHHoro nocne obpalieHns B TexHudeckyto nogaepxky QUIK, nepemectute
¢dann Server\ OpenSSL_Pr.ini B kopHeByto anpekTtopuio cepsepa QUIK. PegaktnpoBaTtb dainn
He TpebyeTcs.
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2. B aupekTopum c cepeepoM QUIK pasmectuTe kaTanor certs, B nanky «certs\CA» nomecTtute
dannbl root.cer n mid.cer, B nanky «certs\» nomectute ann end.cer 1 nepemMmMmeHymnTe ero

B store.pem.

3. Otkpoinite ansa pegaktmpoBaHusa dann qrypto.cfg n B cekumio [CryptoProviders] nob6asbTe
CTPOKY:

openssl=1l

4. Hwuxe pobaBbTe CeKLUIO:

[openssl]
Module=OpenSSL Pr.dll
IniFile=OpenSSL pr.ini

Mpumep:

[CryptoProviders]
Placebo=1

openssl=1

[placebo]
Module=Placebo Pr.dll

IniFile=

[openssl]
Module=OpenSSL Pr.dll

IniFile=OpenSSL pr.ini

5. Otkpoinite ansa pegaktnpoBaHusa dann quik.ini n B cekuymio [usend_module] nobaBbTe CTpoOKYy:

crypto provider ini fileOpenSSL=OpenSSL pr.ini

Mpumep:

[usend module]

module=dwsend.dll
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name=quiktest

password=gwe

port=15100

crypto provider ini fileOpenSSL=OpenSSL Pr.ini

6. OTkponTe ans pegaktnpoBaHusa dann OpenSSL_Pr.ini, KOTOpbIM A4OMXKEH HAXOAUTbLCS B Marke
c cepepom QUIK v nobaBbTe cneayLline HaCTPOMKN:

[General]
CertStoreFile=certs\store.pem

ServerCertificateKey=

7. B HacTpolike ServerCertificateKey ykaxuTte naponb K knto4vy cepsepa. lMaponb MoXeT 6bITb
3awmndpoBaH. Ong wndpoBaHMsA B Ha4ane naposs ykasbiBaeTcs cMMBon «$». Ecnun dann
Kftoya cepsepa (B store.pem) He UMeeT Napons, TO HaCTpPorKa MOXeT UMeTb Ntoboe 3HavyeHune,
B TOM 4Yncne n Nycroe.

8. [obasbTe B dhan OpenSSL_Pr.ini cnegyowyo HaCTponKy:

[TLS Connection Settings]

ServerHandShakeScheme=12

3HaueHune ServerHandShakeScheme=12 obecneunBaeT BKIKOYEHNE peEXMMA BOCCTAaHOB/IEHUS
napons n ayTeHTMdUKaUnmM Nno NOrMHy 1M NapoJsito, ecin BOCCTAHOB/IEHME HE HYXHO, TO
yKaxuTe 3HauyeHune ServerHandShakeScheme=4.

4.3.2 Hacrpo#ka Ha Linux

1. W3 apxuBa, Nnoay4yeHHOro nocne obpalweHns B TexHMYeckyto noaaepxky QUIK, nepemectute
dann server/openssl_pr.ini B KopHeByo anpekToputo cepBepa QUIK. PegaktnpoBaTb dain He
TpebyeTtcs.

2. B aupekTopuu c cepsepoM QUIK pasmectuTe kaTtanor certs, B nanky «certs/ca» nomecrute
dannel root.cer u mid.cer, B nanky «certs/» nomectute dann end.cer n nepenMeHymnTe ero
B store.pem.

3. OTkponTe ans pepaktnpoBaHusa dain qrypto.cfg n B cekumto [CryptoProviders] nobasbTte
CTPOKY:

openssl=1l
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4. Hwuxe pobaBbTe CeKLUIO:

[openssl]
Module=libopenssl pr.so

IniFile=openssl pr.ini

Mpumep:

[CryptoProviders]
Placebo=1

openssl=1l

[placebo]
Module=libplacebo pr.so

IniFile=

[openssl]
Module=libopenssl pr.so

IniFile=openssl pr.ini

5. Otkpoiite ansa pegaktnpoBaHusa dann quik.ini n B cekuymio [usend_module] nobaBbTe CTpokKy:

crypto provider ini file=openssl pr.ini

Mpumep:

[usend module]
module=libdwsend.so
name=quiktest
password=gwe
port=15100

crypto provider ini file=openssl pr.ini

6. OTkponTe Ansa penakTupoBaHmsa dann openssl_pr.ini, KOTOPbIN AO/MKEH HaX0AMUTbCA B Nanke C
cepsepoM QUIK n pobasbTe cneayoLlme HaCTPONKU:
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[General]
CertStoreFile=certs/store.pem

ServerCertificateKey=

7. B Hactporike ServerCertificateKey ykaxxute naposb K ko4y cepeepa. Naposb MOXET bbITb
3awndpoBaH. ns wndpoBaHUs B Hayasle napons ykKasbiBaeTcsd cmmBon «$». Ecnm dann
K/toua cepBepa (B store.pem) He MMeET Napons, TO HAaCTPOMKa MOXET UMETb fitoboe 3HayeHune,
B TOM 4YMcCie 1 NycToe.

8. [obasbTe B (hain openssl_pr.ini cneaylowyo HaCTPOMKY:

[TLS Connection Settings]

ServerHandShakeScheme=12

3HauveHune ServerHandShakeScheme=12 obecneunBaeT BKIKOYEHNE peEXMMA BOCCTAHOB/IEHUS
naponsa v ayteHtTudukaumn no I0rnMHy U Naposnk, ec/ii BOCCTAHOB/IEHNE HE HYXHO, TO
yKaxuTe 3HayeHune ServerHandShakeScheme=4.

4.4 HacTpoinka cepBepa Aoocryna

4.4.1 Hacrtpoiika Ha Windows

1. W3 apxuBa, noay4yeHHOro nocne obpalweHns B TexHMYeckyto noaaepxky QUIK, nepemectute
dann Server\ OpenSSL_Pr.ini B kKopHeByto gupektoputo cepeepa QUIK. Pegaktuposatb dann
He TpebyeTcs.

2. B aupexTopumn ¢ CepBepoM A0CTyna pa3MecTuTe KaTtanor certs, B nanky «certs\CA» nomectute
dannbl root.cer 1 mid.cer, B nanky «certs\» nomectute dann end.cer n nepenMeHymnTe ero
B store.pem.

3. OTkpoinite anga pegaktmpoBaHua dann qrypto.cfg n B cekumio [CryptoProviders] nob6asbTe
CTPOKY:

openssl=1

4. Hwuxe pobaBbTe CeKLUIO:

[openssl]

Module=OpenSSL Pr.dll
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IniFile= OpenSSL pr.ini

Mpumep:

[CryptoProviders]
Placebo=1

openssl=1l

[placebo]
Module=Placebo Pr.dll

IniFile=

[openssl]
Module=0OpenSSL Pr.dll

IniFile=OpenSSL pr.ini

5. Otkpoiite ans pegaktnpoBaHus dann quik.ini n B cekymio [usend_module] nobaBbTe CTpoKy:

crypto provider ini file=OpenSSL pr.ini

Mpumep:

[usend module]
module=dwsend.dll
name=quiktest
password=gwe
port=15100

crypto provider ini file=OpenSSL Pr.ini

4.4.2 Hacrtpoiika Ha Linux

1. W3 apxuBa, noay4eHHoro nocne obpalleHns B TexHuueckyto nogaepxky QUIK, nepemectute

dann Server/openssl_pr.ini B kopHeByto aupektoputo cepsepa QUIK. PegaktupoBaTh anna He
TpebyeTcs.

2. B aupekTtopum c CepBepoM A0CTyrna pa3MecTuTe KaTanor certs, B nanky «certs/ca» nomectute

dannbl root.cer n mid.cer, B nanky «certs/» nomectute ann end.cer 1 nepemMMmeHymnTe ero
B store.pem.
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3. OtkponTe Ans pepaktnpoBaHusa dann qrypto.cfg n B cekunto [CryptoProviders] nobasbTte
CTPOKY:

openssl=1l

4. Hwuxe pobaBbTe CeKLUIO:

[openssl]
Module=libopenssl pr.so

IniFile=openssl pr.ini

Mpumep:

[CryptoProviders]
Placebo=1

openssl=1l

[placebo]
Module=libplacebo pr.so

IniFile=

[openssl]
Module=libopenssl pr.so

IniFile=openssl pr.ini

5. OTtkponTte anga pepaktnposaHusa dann quik.ini n B cekuymio [usend_module] gobaBbTe CTpoOKYy:

crypto provider ini file=openssl pr.ini

Mpumep:

[usend module]
module=libdwsend.so
name=quiktest
password=gwe
port=15100

crypto provider ini file=openssl pr.ini
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4.5 Hactpoika Pa6bouero mecra QUIK ans
noaknrovyeHmsa no OpenSSL

B nanke Pabouero mecta QUIK HeobxoanMo co3aaTth nanky «certs», BHYTPU Nanku «certs» nanky
«CA» 1 noMecTuTb B Hee dainbl cepTudunkaToB KopHeBoro (root.cer) n NpoMeXxXyTo4HOro
YpocTtoBepswuwero ueHTtpa (mid.cer), nogpobHee cm B n.

B nanky Pabouero mecta QUIK ckonupynte Front\OpenSSL_pr_client.ini n3 apxmnea, nony4eHHOro
npu obpalleHnn B TexHMYeckyto noaaepxky QUIK.

Mepekntounte Pabouee mecto QUIK Ha OpenSSL, ncnonb3ys ogMH M3 ciegyrwmnx cnocobos:
1. BpyuHylio:

B danne qcrypto.ini gobasbTe / U3MEHUTE HeAOCTalOWME CTPOKKN MO NpUMepy:

[CryptoProviders]
OpenSSL Provider=l

[CryptoProvidersSettings]
CipherCryptoProvider=OpenSSL Provider

[OpenSSL Provider]
Module=.\OpenSSL Pr.dll
IniFile=.\OpenSSL pr client.ini

B danne OpenSSL_pr_client.ini cekunn [TLS Connection Settings] nposepbTe
Hannume HacTpolkn «CheckPeerCertificate»:

[TLS Connection Settings]
UsedHandShakeScheme=4

CheckPeerCertificate=1

2. Yepes Pabouee mecto QUIK:

B okHe «HacTpoikn knneHTckoro mecta» (Cucrema / HacTtpovikn / OCHOBHbIe
HACTPOMKM...) Bbibepute Bknaaky «LudposaHne» (Mporpamma / WndpoBaHue)

U HaXMUTE Ha KHOMKY «WundposaTtb ¢ nomowbio CK3U».

B oTKpbiBLWEMCS OKHE «KpuNTo-npoBanaepbi» HaXXMUTE Ha KHOMKY «[106aBUTb HOBbIN»
W 3anonHUTe napaMeTpbl B OKHe «[lobaBneHune KpunTo-nposangepa» craefyowmm
obpasom:

«Ha3BaHue» — OpenSSL_Provider;
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«OnucaHne» — OpenSSL_Provider;
«®ann ncnonHsemoro moaynsa» — D:\QUIK\Front\OpenSSL_Pr.dll;
«®ann HacTpoek kpunTto-npoBanaepa» — D:\QUIK\Front\OpenSSL_pr_client.ini.

HaxMuTe Ha KHoMnKy «[ob6aBuUTb>».

B okHe «Kpunto-npoBanaepbi» BbibepuTe cTpoky ¢ OpenSSL B none «Cnucok
YCTaHOBJIEHHbIX KPMNTO-NPOBAaNAEpPOB» M HAXMUTE Ha KHOMKY «BbibpaTb».

B okHe <<HaCTpOﬁKM KJTMEHTCKOIro MeCTta>» Ha BKNnagke <<LUMCprBaHMe>> HaXMuUTe

Ha KHOMKY ' «HacTpolku no yMonyaHuio». B OTKpbIBLUEMCA OKHE B none

«AyTeHTUdUNKauma» BblbepmuTe «N0 MMEHU U NAPOAIO» U HaXMUTe «OK>»,

4.6 Hacrtpoika noakntouvyeHna Web2QUIK no OpenSSL

Ons HacTporikn noakntoveHmnss Moayna web2QUIK k cepsepy,  HTTPS-nogkntoueHns MobunbHbIX
npunoxennii K Moaynio web2QUIK BbINOMHUTE cneaylowne AencTBus:

1. W3 apxuBa, nosyyeHHOro nocne obpaweHna B TexHmdeckyo nogaepxky QUIK, nepemectute
dann web2QUIK\ OpenSSL_pr_client.ini B kopHeBon anpektopumn web2QUIK. PepaktupoBaTb
dann He TpebyeTcs.

2. B aupektopun ¢ web2QUIK pasmectuTte kaTanor certs.

3. B nanky «certs\CA» nomecTtute ceptmdmnkatbl HOBOro Yaocrosepstouwero ueHtpa (KOpHEBOro
N NPOMEXYTOYHbIX — BCIO LEenoyky). HavmMmeHoBaHuMe cepTudmkaTa AO/KHO 6bITb paBHO
3HayeHuto B subject_hash, a pacwupeHue - «0», npumep:

645912cb.0

Subject_hash MOXXHO MOMyuYnUTb CAaMOCTOSATENBbHO, BbIMOJHMB KOMaHAy (Ha KOMMNblOTEpPE AOMXKEH
6bITb Openssl.exe):

openssl.exe x509 -in org.crt -noout -subject hash

Ans nonyyeHns nHpopmauum o subject_hash, noxxanyiicra, o6paTtutech B
Cny>k6y TexHuuyeckoin nogaeprkku QUIK:

4. OTkpolTe ana pegaktuposaHus gann web2quik.ini:
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B cekumn [General] nobaBbTe CTPOKY:

openssl=1

__ B cekuun [General] ykaxnTte nyTb u Ha3BaHue Ao danna knwya n ceptudukara.

Mpumep:

[General]
openssl=1
cert file=brokerru.crt

private key file=brokerru.key

1. Ans noaknouvyeHus Moayna web2QUIK k cepBepy MOX>XHO UMCMNOJ1b30BaTb OAHY
napy katou/ceptucdukart, UTO U ANA NOAKNIOUEHUA MO6GUJIbHbIX NMPUJIOXKEHUN
K Moaynio web2QUIK (HTTPS-nogknouyeHune).

2. MNMpwn Heo6XxO0A4MMOCTM UCNOJIb30BaTb ABE pa3Hble napbl KN4 /cepTtudukar
BTOpasa napa (noaxknruvyeHne web2QUIK k cepBepy) MoxxeT 6biTb BbiNyLleHa
BHYTpPeHHeW cny»60i 6e3onacHoCTU. [na 3TOro noakAUYeHUa ceptudukarthbl
MOryT 6bITb <« CaMOMNOANUCAaHHbIMU>» (BbiNyWeHHbIMU HE BCEMUPHO
NpU3HaHHbIM YAOCTOBEPAIOWMM LLEHTPOM).

5. PekomeHAayeTCs MPOKOHTPONMpoBaTb Hanmnume HacTpolikn CheckPeerCertificate=1 B cekunm
[General] danna web2quik.ini. Ecnn HacTpolika He 3afaHa, Banmaauusa ceptudukaTa cepeepa
QUIK no ceptndukaTy YAOCTOBEPAOLWErO LEeHTpa He NMPOM3BOAUTCS.

Mpumep:

[General]

CheckPeerCertificate=1

4.7 OQo6aBneHue ueno4vykn ceptucpukaros YL B https-
ceptucdukatr web2QUIK

Ons HekoTopbix Bepcuit OC Android TpebyeTca Hanuume Bcen Lenodku ceptudmkatos. Nopsagok
CO3aHNSA KOPPEKTHOro cepTudmkaTa AN Takux cryvyaes, cneayowmn:

1. W3 dainos root.cer, mid.cer n end.cer, CKONMPOBaHHbLIX B M. , halin end.cer — KOHEYHbIN
cepTudmkaT, BblAaHHbIN, HanpuMmep, Ans pecypca test.webquik.ru.
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2. OtkpoitTe cdain end.cer Ansa peaakTUpPoOBaHMSA B TEKCTOBOM peakTope M NOoC/e ero Cekumm
nobaBbTe cekuuto U3 darna mid.cer, a nocne Hee — cekUMIo root.cer.

3. CoxpaHuTe naMmeHeHus n nepemectmute dann B gupektoputo web2QUIK. MNepenmenyinTe, ecnu
TpebyeTtcs.

Mpumep cepTudmrkaTa C LeNnoYKon cepTudmKaToB YA0OCTOBEPSAOLWErO LeHTpa:

MopAaaoK pacnosioXXeHua cepTuduKaToB AO/HKEH 6biTb CriefyoLWniA:

1. Ceptudmkar 6e3onacHOCTH, BbiAaHHbIW HA JOMEHHOE UMSI KOMMaHWUN.
2. CeptudumkaT NPOMEKYTOUHOro YAOCTOBEpSAIoLWero HeHTpa.

3. CeptudukaT KOPHEBOro YAOCTOBEPSAIOLEro LueHTpa.

4.8 3aMeHa ucrekuwero ceprudpukara

Heobxoammo cneauTb 3a CPOKOM AENCTBUSA cepTudukaTa U BbiNyCKaTb HOBbIN cepTudmukaT
He no3gHee yeM 3a 2 HeAenu A0 OKOHYaHWUSA CpoKa AeNCTBUSA TeKyllero ceptudukaTta.

Mocne noflyyeHnss HOBOro CepTUdMKATa U CEKPETHOrO K/tova, Heo6X0ANMO NMOBTOPHO BbIMOTHUTL
HacTpoliky cepTudunkatoB ana Cepsepa AocTyna.

Ecnun HoBbIN cepTUdUKAT BbINYLLEH HOBbIM YAOCTOBEPSAOLUMM LLEHTPOM, HEO6X0AMMO MPUHSATH
Mepbl N0 3ab/1aroBpeMeEHHOMY pacnpoCTPaHEHUIO HOBbIX CEPTU(UKATOB YAOCTOBEPSAIOLWErO LEHTpPA
Ha TepMUHaNbI NONb30BaTENEN.
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PacnpocTtpaHeHne cepTnudukaToB YaocTosepstowero LueHTpa Ha TepMuHanbl QUIK npeanonaraercs
BMECTE C NakeToM 06HOBNEHUS, pacnosioXXeHHOM Ha cepBepe QUIK mnu CepBepe aoctyna,
nosToMy (panbl peKOMEHAYETCS pa3MeCcTUTb 3apaHee B nanke
Areas\Frontend\x64\Release\certs\CA\ Ha cepBepe QUIK mnnn Cepsepe gocryna, 4tobebl
TEePMUHasbl yCrenun rnpuHaTb HoBble cepTuduUKaTbl Noka paboTaeT cTapblilt cepTudukar.
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